
Security Features of Antamedia HotSpot 
Enterprise Edition 
Antamedia HotSpot Software (Enterprise Edition) is a Windows-based Wi-Fi hotspot 
management solution designed for businesses to control guest Internet access securely. It 
offers a rich set of security features to authenticate users, protect data, enforce network access 
policies, prevent misuse, and comply with organizational and legal requirements. The following 
sections provide a detailed analysis of these security features in a business context, with 
references to official documentation and user manuals. 

Get HotSpot Enterprise Edition 

User Authentication Methods 
Examples of Antamedia captive portal login pages offering various user authentication methods 
(SMS verification, email registration, social login, etc.) with custom branding. 

Antamedia HotSpot Enterprise supports a wide range of user authentication methods to 
ensure that only authorized users access the network. Businesses can choose the login method 
that best fits their workflow or even offer multiple options simultaneously on the captive portal. 
Key authentication methods include: 

●​ Prepaid Vouchers / Tickets: Administrators can generate voucher codes (tickets) for 
guests to log in. Customers enter an alphanumeric access code on the portal to get 
online​​
go.antamedia.com​
. This is useful for hotels, cafés, or events where you hand out printed Wi-Fi tickets​​
speed-it.biz​
. The software allows bulk printing of tickets with customizable templates​​
antamedia.com​
.​
 

●​ Username/Password Accounts: You can create user accounts in the system with a 
username and password for recurring or registered users​​
go.antamedia.com​
. Users log in via a standard credential form. Accounts can be time-limited or 
bandwidth-limited as defined by the business. Self-service signup pages are also 
available, enabling users to register themselves (optionally collecting name, email, etc.)​​
antamedia.com​
. For example, you may allow users to sign up for a free trial account or an account 
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upgrade on the portal​​
go.antamedia.com​
.​
 

●​ Social Media Login: The hotspot can authenticate users through social networks like 
Facebook, Twitter, LinkedIn, Google, or VK​​
antamedia.com​
. Guests simply click a social login button and authorize the app, allowing free Internet 
access in exchange for social actions (like a Facebook check-in or share)​​
go.antamedia.com​
. This not only simplifies login (no new credentials to create) but also lets businesses 
collect social profile data (with user consent) for marketing. Social login is built-in to all 
editions of the software​​
antamedia.com​
.​
 

●​ SMS or Email Verification (One-Time Passcodes): For free Wi-Fi access scenarios, 
you can require an OTP verification. Users must input their mobile phone number or 
email address and receive a one-time code to enter on the portal​​
go.antamedia.com​
. Once they verify the code, Internet access is granted. This method confirms the user’s 
identity (useful for compliance) and captures a contact for the business. The system 
supports sending automated SMS or emails with access codes.​
 

●​ Shared Secret or Click-Through: You can also offer simplified access like a shared 
keyword/code that all users must enter (perhaps given by staff) or a click-through 
agreement page. For instance, “free access with a shared keyword” or simply requiring 
users to agree to Terms of Use with one click is supported​​
go.antamedia.com​
. These methods provide frictionless entry for low-security environments while still gating 
the network behind a splash page.​
 

●​ Payment-Based Access: The Enterprise edition integrates with online payment 
gateways to sell Internet access. Users can be prompted to pay by credit card or PayPal 
to obtain access time or bandwidth – the software automatically creates credentials after 
payment​​
antamedia.com​
​​
speed-it.biz​
. This is secured via the payment provider (e.g., PayPal’s HTTPS gateway), ensuring 
financial data is handled securely. It’s a valuable feature for monetizing Wi-Fi in business 
centers or premium hotspots.​
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●​ Hotel PMS Integration: In hospitality businesses, Antamedia HotSpot ties into Property 
Management Systems so guests can log in with their room number and surname​​
go.antamedia.com​
. The software queries the PMS and, if the guest is checked in, grants Internet access 
(and can post charges to the room folio if applicable). This automates authentication for 
hotel guests and ensures only current guests use the service. Variations allow combining 
free lobby access with paid in-room access using the PMS info​​
go.antamedia.com​
.​
 

●​ Active Directory/Domain Integration: For enterprise and campus networks, HotSpot 
Enterprise can integrate with Active Directory, enabling domain user accounts to log in to 
Wi-Fi​​
antamedia.com​
. Employees or students use their AD credentials on the captive portal, and the software 
validates them against the directory. This leverages existing identity management and 
can enforce enterprise password policies. It’s particularly useful for offices where you 
want staff Wi-Fi access tied to their regular network login and permissions.​
 

All these methods can be customized on a per-location or per-network basis. The captive 
portal pages are fully customizable with your branding and can even present multiple login 
options on one screen (for example, a form for voucher login alongside social login buttons)​ 

go.antamedia.com 
. The flexibility in authentication methods allows businesses to balance security, user 
convenience, and data collection. Unauthorized users are effectively kept off the network 
because every client is redirected to the login page until a valid authentication is provided​ 
speed-it.biz 
​ 
speed-it.biz 
. No client software is required — any device with a browser (phone, laptop, tablet, etc.) will be 
forced to the captive portal, thanks to Antamedia’s gateway interception, ensuring zero 
unauthorized bypass of the login screen​ 
speed-it.biz 
. 

Data Protection and Encryption Protocols 
Data protection is a critical aspect of Antamedia’s hotspot solution. The software employs 
several measures to safeguard user data and communications: 

●​ Encrypted Login Pages (SSL/TLS): Antamedia HotSpot supports SSL certificates to 
encrypt the captive portal traffic​​
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yumpu.com​
. This means the login pages and any data users submit (like usernames, passwords, 
personal details, or payment info) can be transmitted over HTTPS. By default, the 
HotSpot web server includes a self-signed SSL certificate for the gateway IP (e.g., 
192.168.0.1)​​
yumpu.com​
. For production use, businesses are advised to install a proper CA-signed certificate 
(Antamedia even offers an easy service for this)​​
yumpu.com​
 to eliminate browser warnings. Using HTTPS ensures that user credentials and any 
sensitive data on the portal are not sent in cleartext, protecting against eavesdropping 
on the Wi-Fi network.​
 

●​ Secure Wi-Fi Encryption Options: While Antamedia primarily uses a captive portal 
(often deployed over open Wi-Fi), it also supports enterprise-level wireless encryption 
when combined with proper hardware. The Enterprise edition includes an AAA RADIUS 
server​​
antamedia.com​
, which can be used for WPA2-Enterprise (802.1X) authentication. In an advanced setup, 
an organization could require WPA2-Enterprise encryption at the Wi-Fi layer (each user 
gets a unique encryption key) and use Antamedia’s captive portal for additional login or 
data capture. This is in line with the Hotspot 2.0 (Passpoint) standard, which uses 
802.1X (RADIUS) to authenticate users onto WPA2 encrypted connections for 
enhanced wireless security​​
sourceforge.net​
. In summary, Antamedia can be part of a solution that provides end-to-end encryption 
— from the air (WPA2/WPA3) to the web portal (HTTPS).​
 

●​ Protection of Stored Data: All user account data, usage records, and system logs in 
Antamedia HotSpot are stored in an encrypted/encoded database​​
speed-it.biz​
. This means that even if an unauthorized person could access the raw database files, 
the data within is not in plain text and cannot be easily read or tampered with. The 
database is protected from unauthorized modifications​​
speed-it.biz​
, preserving the integrity of accounts and logs. Additionally, sensitive information like 
passwords are not stored in clear; the system uses hashing and other standard practices 
so that insider threats or attackers cannot retrieve user passwords from the database.​
 

●​ Secure Administration and Access: The administrative control panel of the HotSpot 
software is password-protected to prevent unauthorized configuration changes. Different 
employee accounts can be created with specific access levels (role-based access 
control)​​
antamedia.com​
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. For example, a receptionist might only be allowed to create vouchers and view current 
users, while an IT manager has full access. This internal security measure ensures that 
management of the hotspot system itself is secure and traceable. All admin logins and 
actions can be logged (as discussed later) for audit. Remote administration can also be 
done securely if the interface is exposed over a network (best practice is to keep it on a 
secure LAN or VPN).​
 

●​ Personal Data and Privacy Compliance: Antamedia provides tools to help businesses 
comply with data protection regulations like GDPR. For instance, the Enterprise system 
includes a self-service customer portal that allows users to review or remove their 
personal data, fulfilling GDPR “right to be forgotten” requirements​​
antamedia.com​
. All collected customer data (names, emails, etc. from login forms or social logins) can 
be managed in compliance with privacy laws. The software’s design of keeping data on 
the company’s own server (in on-premise deployments) means data remains 
in-country under your control and isn’t sent to third-party cloud servers​​
antamedia.com​
. This locality of data storage is often crucial for legal compliance and security, ensuring 
that customer information and usage logs are protected by the organization’s own 
security policies and not exposed to external breaches.​
 

In summary, Antamedia HotSpot Enterprise uses standard encryption protocols (HTTPS, 
WPA2/WPA3 via 802.1X when applicable) to protect data in transit, and secures stored data 
through encryption and access controls. By aligning with industry standards and providing 
encryption at multiple levels, it helps businesses provide a secure Wi-Fi experience to users 
while safeguarding sensitive information. 

Network Access Control Mechanisms 
Antamedia HotSpot acts as a gateway that tightly controls what each user can or cannot do on 
the network. It includes robust network access control mechanisms akin to a firewall, as well as 
bandwidth management and filtering features. These allow businesses to enforce usage policies 
and protect the network from abuse. Key mechanisms include: 

The Antamedia HotSpot administration interface (v6 shown) includes a Filtering section for 
firewall rules. Administrators can block IP ranges, ports, or websites, and define whitelists for 
unrestricted access.​ 

go.antamedia.com 
​ 
go.antamedia.com 
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●​ Built-in Firewall (IP/Port Filtering): The software enables administrators to create rules 
to block or allow specific network traffic. Outgoing traffic from users can be filtered by IP 
addresses and port ranges​​
go.antamedia.com​
. For example, an admin could block a range of IPs or ports to prevent access to certain 
services – such as disabling SMTP (port 25) to stop email spam, or blocking a specific 
server’s IP. In the interface (see screenshot above), you can define start/end IP and 
start/end port for rules, then add them to a block list​​
go.antamedia.com​
. This effectively acts like a firewall, preventing users from reaching disallowed hosts or 
services. All blocked HTTP requests are redirected to a “restricted” page by default (on a 
specific port of the HotSpot server) to inform the user​​
go.antamedia.com​
, whereas other blocked traffic (like non-web ports) is silently dropped​​
go.antamedia.com​
. This mechanism is useful for blocking malicious traffic or restricting certain high-risk 
applications on the guest network.​
 

●​ Web Content Filtering: Antamedia HotSpot includes URL filtering capabilities to block 
access to websites based on keywords or domain names​​
speed-it.biz​
. Administrators can specify forbidden keywords (e.g. “porn”, “warez”) and the system 
will block any HTTP request containing those substrings in the URL​​
speed-it.biz​
. This helps businesses enforce content policies (for example, a library or school can 
filter adult content). The Enterprise edition comes with an optional predefined blacklist 
of about 2.5 million domains categorized as adult, malware, etc., which can be 
enabled to automatically filter inappropriate sites​​
antamedia.com​
. There is also a URL whitelist feature that complements this: admins can exempt 
certain sites from filtering​​
go.antamedia.com​
. For instance, if a useful site gets caught by a keyword filter, it can be whitelisted to 
ensure accessibility. All web filtering operates at the DNS/HTTP level – blocked sites’ IPs 
are resolved and intercepted as described, which means this is effective for HTTP; 
HTTPS sites cannot be inspected by URL due to encryption, but they would be caught 
by a DNS blacklist if used. Overall, these filtering tools act as a content firewall, 
preventing users from accessing websites that violate company policy or pose security 
risks.​
 

●​ MAC and IP Whitelisting: The HotSpot software allows certain trusted devices to 
bypass authentication and access controls entirely. An admin can add a device’s MAC 
address to a MAC whitelist, meaning that device will “pass through the hotspot 
without authentication” every time​​
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go.antamedia.com​
. This is useful for devices like printers, IoT devices, or corporate devices that need 
network access but should not be subject to the captive portal. Similarly, an IP whitelist 
exists for scenarios where specific IPs (perhaps static IP clients) should be allowed 
through unchallenged​​
go.antamedia.com​
. Hostname whitelists (sometimes called walled garden) can also be configured to allow 
unauthenticated users to reach certain domains or servers (for example, your company’s 
website or an ad partner’s site) without logging in​​
speed-it.biz​
. Whitelisting is a controlled way to exempt known entities from restrictions while still 
forcing unknown users to login. By default, any device not on a whitelist is captive – it 
must go through authentication to gain full access.​
 

●​ Bandwidth Management and Throttling: Antamedia Enterprise gives fine-grained 
control over bandwidth for each user or account. You can define speed limits (throttles) 
per user – for instance, assign basic guests 5 Mbps and premium users 20 Mbps. The 
software’s Internet plan settings let you configure download and upload rate in Kb/s for 
each account or ticket​​
speed-it.biz​
. In a business environment, this ensures no single user can hog the entire Wi-Fi 
bandwidth. Additionally, bandwidth quotas (data caps) can be set so that an account 
has a fixed data allotment (e.g., 500 MB)​​
speed-it.biz​
. If the user exceeds this quota, the system can either cut off access or slow the 
connection unless more data is purchased or granted​​
speed-it.biz​
. These controls protect the network from excessive usage and can be tied to billing 
(e.g., charge for extra data). In practice, a company might use this to prevent guests 
from downloading huge files or to ensure fair usage among users.​
 

●​ Time and Usage Limits: Network access can be limited in time as well. You can create 
accounts that expire after a certain duration (for example, a 1-hour access code)​​
speed-it.biz​
. It’s possible to schedule allowed login times (e.g., only during business hours)​​
speed-it.biz​
. If needed, an administrator can set “allowed access hours” for certain user profiles, 
effectively integrating a scheduler that blocks login outside those hours​​
speed-it.biz​
. There is also an inactivity timeout setting that logs a user out after X minutes of no 
usage, to free up the slot and prevent someone from staying connected indefinitely while 
idle​​
speed-it.biz​
. These time-based controls are important in business (for example, a café might give 30 
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minutes free, or an employee guest network might cut off overnight).​
 

●​ Network Isolation and Device Limits: While not directly an Antamedia software 
feature, the typical deployment involves using separate network interfaces, VLANs, or 
dedicated APs for the hotspot users​​
antamedia.com​
. This means guest users are isolated from the private corporate network 
(segmentation). Antamedia acts as the gateway for the guest network interface, and it 
can enforce client isolation if configured on the AP side (so guests cannot see each 
other’s devices). Additionally, the system can limit the number of devices per user 
account – for example, you might allow each voucher to be used on up to 2 devices 
simultaneously. (This is configured in the Internet plan or user profile settings; e.g., 
Cloud Manager allows specifying how many devices a guest can connect with one 
account​​
antamedia.com​
.) By limiting device count, businesses prevent account sharing beyond intended use.​
 

In summary, Antamedia HotSpot’s network access controls function like an integrated firewall 
and QoS system tailored for hotspot management. Administrators can whitelist trusted devices, 
filter or block unwanted traffic and websites, and shape bandwidth and usage to maintain 
service quality. These controls help protect the network from unauthorized access and 
abuse at the network level while still providing flexibility to allow necessary services. 

Preventing Unauthorized Access and Network Misuse 
Beyond the fundamental access controls, Antamedia HotSpot includes features specifically 
aimed at preventing unauthorized use of the network and curbing common misuse scenarios. 
These features ensure that users abide by the intended usage policies and cannot easily 
circumvent restrictions: 

●​ Captive Portal Enforcement: By design, the hotspot gateway intercepts all HTTP/S 
requests from unknown users and redirects them to the login page​​
speed-it.biz​
. This prevents unauthorized access because until a user authenticates, they cannot 
reach the broader Internet (except any whitelisted sites). Even if a savvy user tried to 
manually configure their IP or DNS to bypass the portal, the gateway’s firewall rules 
would block non-authenticated traffic at Layer 3​​
ukessays.com​
​​
ukessays.com​
. In effect, no traffic flows for an unauthenticated client except the captive portal 
itself, shutting out rogue users. The system also uses techniques to handle device 
“captive network assistants” and ensure the login page is shown properly (e.g., 
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responding to DNS queries with the portal address until login) – while this can cause 
certificate warnings for HTTPS as with any captive portal, the requirement for login is 
absolute​​
ukessays.com​
. For the user, there’s no way to use the network without going through the proper sign-in 
process, which stops casual misuse or “piggybacking” on the Wi-Fi.​
 

●​ Per-User Session Control: Antamedia prevents account sharing and multiple 
simultaneous logins unless explicitly allowed. By default, if a user tries to use the same 
account on two devices at once, the software can either block the second login or kick 
off the first device. There is an option “Allow a customer to login again if the account is 
already in use” – if enabled, the previous session is logged out as soon as the account is 
used elsewhere​​
yumpu.com​
. This effectively means one user account = one session at a time, eliminating the 
scenario where people circulate a single code among many users. This is a security 
measure to ensure accounts (or vouchers) aren’t abused beyond their intended 
single-user usage. Administrators can disable that option to simply prevent a second 
login entirely, forcing one device per account. In either case, account credentials 
cannot be used in parallel by multiple unauthorized users.​
 

●​ User Session Timeout & Re-Login Enforcement: To mitigate the risk of someone 
staying on indefinitely or using excessive bandwidth in one session, Antamedia allows 
enforced session timeouts. An admin can configure a maximum continuous session 
length, after which the user is automatically logged out and must log in again to continue​​
yumpu.com​
. “HotSpot will stop Internet service for the customer after [a] specified time interval and 
force [them] to login again. This feature can be used to prevent downloading of large 
files and excessive bandwidth usage.”​​
yumpu.com​
. For example, a business might force a re-login every 2 hours for free users to deter 
them from starting extremely large downloads or to ensure they periodically see captive 
portal content (like terms updates or ads). Coupled with bandwidth quotas, this protects 
the network from being tied up by a single user or automated bot. Additionally, the 
inactivity timeout (mentioned earlier) logs users out if they have been idle for a set 
period, which prevents a situation where an authorized session is left open and could be 
hijacked by someone else.​
 

●​ Usage Monitoring and Alerts: The Enterprise Edition provides real-time monitoring of 
active users – administrators can “watch online activity per customer” in the 
dashboard​​
antamedia.com​
. This shows what each connected user is doing (e.g., current bandwidth use, possibly 
current visited site or volume of data). By keeping an eye on this, IT staff can spot 

https://www.ukessays.com/essays/information-technology/layered-architecture-captive-portal-technologies-information-technology-essay.php#:~:text=address%20of%20the%20Captive%20Portal,conflicts%20with%20previously%20authenticated%20services
https://www.yumpu.com/en/document/view/9298880/antamedia-hotspot-manual#:~:text=Allow%20a%20customer%20to%20login,br
https://www.yumpu.com/en/document/view/9298880/antamedia-hotspot-manual#:~:text=,br
https://www.yumpu.com/en/document/view/9298880/antamedia-hotspot-manual#:~:text=,br
https://www.antamedia.com/hotspot/#:~:text=%2A%20Get%20real,usage%20reports


unusual behavior (such as a device suddenly consuming a huge amount of data or 
connecting to many suspicious sites) and intervene. Moreover, because every URL 
visited can be logged with the username and time​​
speed-it.biz​
, there is a trail for investigating complaints or abuse. While Antamedia doesn’t physically 
“alert” on anomalies out-of-the-box, the tools it provides make it straightforward for an 
administrator to detect and respond to misuse — for instance, by remotely disconnecting 
a user or banning their account if they violate terms.​
 

●​ Content and Application Restrictions: As noted in the prior section, the ability to block 
certain websites and services is a preventive measure against misuse. For example, a 
business might block peer-to-peer file sharing ports to stop users from torrenting on the 
guest Wi-Fi, which both protects the network legally and preserves bandwidth. Blocking 
known malicious sites or adult content not only is a matter of policy but also prevents 
users (intentionally or unintentionally) from engaging in potentially illegal activities 
through the business’s network. These filters thus help enforce acceptable use 
policies and prevent the network from being a conduit for wrongdoing.​
 

●​ Authorized Device Lists: Using the MAC whitelist feature for authorized devices can 
also be seen as a security measure – if you register all company-owned devices, you 
could choose to only allow whitelisted devices and known user credentials, blocking any 
“unknown” device from even reaching the login page. While typically the whitelist is to 
bypass login, an inverse approach (not built-in as a single switch, but achievable by 
policy) is to treat any device not pre-registered as potentially unauthorized and limit what 
it can do until explicitly granted access. In practice, most businesses will allow any 
device to attempt login but will only give out credentials to approved users, which 
achieves a similar outcome.​
 

●​ Employee/Admin Access Control: To prevent internal misuse or unauthorized 
configuration changes, the software’s multi-level admin accounts come into play. Each 
staff member who needs to manage the Wi-Fi can have a unique login with appropriate 
permissions​​
antamedia.com​
. This deters misuse like an employee giving out unlimited access or altering settings 
without approval. All such changes are recorded (see Audit section below), so there is 
accountability. This is an important security feature for businesses: it’s not just the users 
who could misuse the network, but also those who manage it. Antamedia addresses this 
by letting you assign roles (for example, a receptionist can generate vouchers but cannot 
change firewall rules, whereas an IT admin can) and by logging their actions.​
 

In essence, Antamedia HotSpot Enterprise is designed to ensure that only authorized users 
gain access, and even those users are kept within the bounds of acceptable usage. 
Through timeouts, session limits, content controls, and admin oversight, the software provides 
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multiple layers of defense against both unauthorized access (people who shouldn’t be on the 
network at all) and authorized users who might misuse the service. These safeguards 
maintain the quality and legality of the Wi-Fi service in a business environment. 

Compliance, Logging, and Audit Capabilities 
For businesses, it’s crucial not only to enforce security, but also to log events and maintain audit 
trails for compliance with various regulations or internal policies. Antamedia HotSpot Enterprise 
offers extensive logging and reporting features that help in monitoring usage and demonstrating 
compliance: 

●​ Comprehensive User Activity Logging: The system keeps a detailed log of user 
sessions and visited URLs. It can log every website URL that customers visit along 
with their username, IP address, date and time of visit​​
speed-it.biz​
. It also notes whether access to that URL was allowed or blocked (in case it matched a 
filter)​​
speed-it.biz​
. This level of logging is valuable for compliance with local laws (many jurisdictions 
require ISPs or hotspot providers to retain user browsing logs for a certain period). 
Should any legal inquiry arise about a particular user’s activity, the business can consult 
these logs. For privacy reasons, access to logs is restricted to admin users, and 
businesses typically disclose this logging in their terms of use.​
 

●​ Login and Session Records: Every login attempt (successful or failed) is recorded. The 
software can “Store all HotSpot messages (information, warnings etc) in a log file” 
including login errors​​
yumpu.com​
. This means if someone attempted to log in with wrong credentials, or if any system 
warnings occurred, they are written to a log. Successful session start and stop times are 
logged per user​mirror.unpad.ac.id. Data such as duration of session, amount of data 
transferred, and the device MAC address is typically logged as well. These records can 
be important for auditing usage (e.g., how long did a particular guest stay online) and for 
troubleshooting issues (like identifying why a user couldn’t log in).​
 

●​ Audit Trail for Administrative Actions: Antamedia provides an Activity Log that 
records actions performed by both customers and employees​​
mirror.unpad.ac.id​
. This includes sales transactions (e.g., if an employee generated a voucher or a user 
bought a plan), changes in configuration, and other administrative events​​
speed-it.biz​
. For instance, if an operator (admin) adds 1 hour to a user’s account or changes a 
firewall setting, that action can be logged with their operator ID and timestamp. The log 
is stored in the secure database (which is encoded to prevent tampering)​​
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speed-it.biz​
. Having this audit trail means a business can always review “who did what” on the 
system – a key for internal security governance. If a configuration was changed that 
caused an issue, you can identify which staff member made the change. It also deters 
internal fraud (like an employee privately extending someone’s access) because there’s 
a record.​
 

●​ Reporting and Export: The hotspot software includes a reporting module where you 
can generate usage and financial reports​​
speed-it.biz​
. For example, you can see total data usage, top users, revenue from voucher sales, 
etc., over a given period. These reports can be filtered by date, user, IP, or other criteria 
and exported in various formats (PDF, CSV, HTML)​​
speed-it.biz​
. From a compliance perspective, this helps in creating archives of usage. For instance, 
a venue could export monthly logs and keep them on file as required by law. Or a 
company might review these reports to ensure the Wi-Fi is not being used against 
company policy.​
 

●​ Data Retention and Local Storage: All the data – user info, logs, etc. – is stored on the 
company’s own server (for Enterprise on-premise deployments). As mentioned, “All 
data is kept secure on your server, in your country, as usually required by the 
government. Data will not travel abroad.”​​
antamedia.com​
 This is an important point for compliance with data sovereignty laws and privacy 
regulations. If using the Enterprise edition in-house, a business can set its own data 
retention policies (for example, keep logs for 6 months then purge). Since the data isn’t 
on a third-party cloud, complying with deletion requests or protecting the data falls under 
the company’s direct control. Antamedia facilitates compliance by giving the end-user 
(customer) a portal to manage their personal data (remove or download it) to meet 
GDPR requirements​​
antamedia.com​
. The Privacy Policy and Data Protection Officer contacts provided by Antamedia​​
antamedia.com​
 indicate that the software vendor is mindful of privacy and provides guidance on using 
the software in a lawful manner.​
 

●​ Standards Compliance: In terms of security standards, Antamedia HotSpot leverages 
standard protocols (RADIUS, 802.1X, WPA2, SSL) rather than proprietary ones, which 
means it can be part of a compliant security architecture. For example, using RADIUS 
authentication means it can integrate with enterprise security standards (like using 
WPA2-Enterprise which is part of IEEE 802.11i standard for Wi-Fi security). When 
processing payments, it relies on PCI-compliant external gateways (such as PayPal, 
Authorize.Net, etc.), so the software itself does not store credit card information – this 
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helps the business maintain PCI DSS compliance by outsourcing the handling of credit 
card data to certified processors​​
speed-it.biz​
. The hotspot simply initiates the transaction and receives a confirmation token, which is 
a security best practice.​
 

●​ Terms of Use and User Agreement: The system allows you to present a Terms of 
Service or Acceptable Use Policy to users (which they must agree to on the captive 
portal)​​
go.antamedia.com​
. This is indirectly a compliance feature – for example, it can include consent for data 
logging (GDPR requires informing users), or comply with local laws that mandate user 
acknowledgment for internet use. The logs then serve to prove that a user accepted 
those terms at a given time. All of this provides legal protection to the business and 
encourages users to adhere to rules (knowing that their actions are monitored and terms 
apply).​
 

Overall, Antamedia HotSpot Enterprise Edition equips businesses with the tools to monitor and 
document network usage in detail. The combination of real-time monitoring, historical logging, 
and exportable reports means administrators have full visibility into the system’s usage. These 
audit trails and compliance-oriented features not only enhance security (through accountability) 
but also help the business meet any legal obligations related to offering Internet service to the 
public or employees. The security features are rounded out with these logging capabilities, 
ensuring that if any incident occurs, it can be traced and reviewed with reliable data. 

Sources: The above information is based on Antamedia’s official documentation and user 
manuals, which detail the HotSpot Enterprise features for authentication​ 

antamedia.com 
​ 
go.antamedia.com 
, encryption and SSL setup​ 
yumpu.com 
​ 
yumpu.com 
, network filtering and firewall rules​ 
go.antamedia.com 
​ 
speed-it.biz 
, misuse prevention settings like session timeouts​ 
yumpu.com 
, and logging/reporting functions​ 
speed-it.biz 
​ 
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speed-it.biz 
. These sources provide insight into how the software operates in a business environment to 
maintain a secure and compliant guest Wi-Fi service. 
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